» Rolling out a new Cyber Security Awareness
Web-based Training Program in November,
2013

» Integrated with LMS

» City employees will be requested to take
annually:

» Approximately 1.25 hours of required
baseline content — 24 modules

» Optional 45 min. content — 12 Modules

» Recommend all IT employees take all 36
modules — Approx. 2 hours




"Our goa' is to not only ansure you ara complant, but offer security awaranass training that changes hahaviors and raduces risk Wa
do this by using the 20 Critical Controls as the framework for our training. In addition, all content is developed by SANS most
experenced SANS Instructers, then reviewed and updated twice @ year ensuring you have the most current and engaging training
possible. \We than take this contant and break aach topic ‘nto a separatea module This allows you to salect and usa only the medules
you nead.”

Security Awareness Training Madules

You Are A Tarcel Social Engineegnng Email & Browsing
Instant Messaging

Mobie Device
Securtty

Passwords Encryption Data Protection Data Cestruction Wi-Fi Securily Working Away
From Office

Insicer Threa: Help Desk (T Staff Physical Security Pretacting Your Protecting Your

Personal Computer Home Network
Pretecling Your Hacked Senior Managemenl  Advance Persistent Cloud

Kids Online Thresd




Compliance Training Modules

~ERPA Personally Idertfiabla Cnminal Justice Faderal Tax

Informaticn (PI)

Gramew hm_Suu! Acr

&

GLBA-EDU CLBA-FIN Red Flags Rule Ethics Intemational Traffic
in Arms Regulations

Emunn Lincr Suur Acy

&

Data Ratention

Y,

Social Security
Numbers




